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RUSSIAN AGGRESSION AS A CHALLENGE
IN THE SPHERE OF UKRAINE’S NATIONAL SECURITY

It’s stated that the annexation of Crimea and Russian-Ukrainian hybrid war in
Eastern Ukraine is a threat and a challenge not only to Ukraine s national secu-
rity, its sovereignty but also to the contemporary world order. Ukrainian politi-
cal system has not yet formed an appropriate and effective means and mecha-
nisms to counter Russian hybrid expansion. The author underscore that it is
impossible to ensure national security of Ukraine today, using only traditional
approaches combined to improve the state security functions or satisfy some
narrow interests. This approach is ineffectual and also stimulates overspending
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of public resources and leads to duplication of the central authorities’ func-
tions, and sometimes even starts threat to the state's national interests. Russian
aggression is the result of ineffectual government policies, rising corruption,
and lack of sufficient resources to ensure living standards of the population. It
is proved that for Russia the war with Ukraine is a perfect way to overcome the
dysfunctional private system, as cheap media and small losses not only ensured
survival but also laid the possibility of prolonged exposure to other geopolitical
players, and development trends in the geopolitical environment.

Key words: challenges, aggression, national security, hybrid warfare, security
area, political system, elite, corruption, society, authorities.

1. INTRODUCTION

The Russian aggression, which began in February 2014, revealed the de-
valuation of the national security structures of the Ukrainian state and con-
firms the challenge to its statehood. In this regard, the question of the need
to analyze national security in the Russian-Ukrainian hybrid war is raised.

Nowadays the most topical problem for Ukraine is Russia’s aggression
aimed at destabilizing the internal situation within the state, loss of public
legitimacy by the state leadership and chaotic political processes.

Today, the world can observe one of the longest and bloodiest hybrid
wars in human history. This war was called the Russian-Ukrainian hybrid
war. The fighting has been taking place on the territory of the Ukrainian state
for the seventh year in a row, and none of the leading experts on this issue
is able to make an accurate predictions about its further duration. There is
no doubt that this is a hybrid aggression. This confirms the scale of hostili-
ties in the east of the Ukrainian state with the involvement of mercenaries
and military personnel from the neighboring country or open intervention in
the Autonomous Republic of Crimea with the subsequent annexation of the
peninsula. Also, the confirmation of the hybrid war is the deployment of an
information attack by the aggressor states with the use of certain destructive
political and social technologies.

The annexation by the Russian Federation of the Ukrainian territory —
the Autonomous Republic of Crimea and Sevastopol, parts of the Donetsk
and Lugansk regions, and building such quasi-states as «Donetsk People's
Republicy» and «Lugansk People’s Republic» prove that studying of the prin-
ciples and mechanisms of Russian invasion requires a comprehensive re-
search in an ongoing hybrid war.

According to the author, it is appropriate to use the definition «Russian-
Ukrainian warfare» when analyzing Russia’s aggression against Ukraine.
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The problem of Russia and Ukraine’s conflict, Russia’s aggression is re-
levant and debatable, and it continues to draw attention of both foreign and
domestic scientists, analysts who are not indifferent to the problem of Rus-
sia’s undeclared war against Ukraine.

Theoretical Basis of the Study. A considerable number of foreign
(F. Hoffman, J. Mattis, B. Renz, H. Smith) and domestic scientists (O. Levchen-
ko, Ye. Mahda, V. Gorbulin, G. Pocheptsov) have devoted their researches to
studying of hybrid warfare phenomenon.

The Purpose of the Article. The aim of the study is to identify the main
challenges to the Ukrainian security space in the context of the Russian-
Ukrainian hybrid war and to identify the main mechanisms for ensuring the
national security of Ukraine.

Research Methodology. In the study research methods were used such
as comparison, classification, theoretical modeling, elucidation of causal re-
lationships, systematization, abstraction and specification, analysis of docu-
mentation and results of researchers on the problem of the study.

Russia’s aggressive policy has illustrated itself in the military, politi-
cal, economic, social, and humanitarian and information dimensions. In his
paper Ye. Mahda states that hybrid war, in its wide meaning, is a set of pre-
prepared and implemented military, diplomatic, economic and informational
actions aimed at achieving strategic goals. Hybrid warfare components are
the fallowing: universal and non-standard threats, terrorism, subversive ac-
tions when using the latest or non-template technologies to resist the enemy’s
advantage in military potential [3].

V. Horbulin was one of the first domestic researchers to point out the
concept of «hybrid warfare» in Russia’s actions against Ukraine. This kind
of war is unique from a structural and functional point of view as it is «hy-
brid» in form and «asymmetric» in content. The most explicit nature of the
new war was first demonstrated by Russia’s annexation of the Autonomous
Republic of Crimea in the spring of 2014, and further support for its actions
by local radical elements and the full-scale invasion of the Russian units into
the eastern regions of Ukraine. Although each specific element of this «hy-
brid warfare» is not new and has been used in almost all wars of the past, the
coherence and interrelation of all the elements, the dynamism and flexibility
of their implementation, and the increasing value of the information factor
are unique [1].

The current Russian-Ukrainian warfare has been called a hybrid, because
the confrontation with Russia’s aggression and influence in various spheres
is taking place not only on the front lines, but throughout the territory of
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Ukraine. We can identify such elements of a hybrid warfare as propaganda,
which is based on outright lie, manipulation and substitution of concepts, denial
of war and the Russian Federation’s participation in this war; imputation
Ukraine in its own crimes, distortion of facts in Ukrainian history; trade and
economic pressure and energy blockade; terror and intimidation of Ukrai-
nian citizens; cyberattacks and attempts to destabilize critical infrastructure.
One can agree that several measures have been taken in Ukraine to counteract
Russian propaganda aggression. Ukrainian government banned access to some
Russian social networks, and strengthened cyber security (with international
help). However, the Russian Federation maintains carrying out special informa-
tion operations throughout Ukraine, using a variety of channels, including illicit
media resources and social networks, undermining the country’s reform pro-
cesses [5].

2. RESULTS OF THE RESEARCH

Today’s events in the East and the annexation of Crimea are the results
of inefficient state policy, growing corruption, and the lack of sufficient fi-
nancial resources to activate economic processes. A large territory, indus-
trial districts and complexes were left to the mercy of local elites of eastern
Ukraine. The only thing the local government cared about was a subvention
from the state. This made it possible to parasitize at the level of the national
economy, blackmailing the central government with actions of disobedience.

After the analysis of the Russian hybrid aggression (since 2014 until to-
day), the authors conclude that it is hybrid in its character and mixed in the
actions, technics and methods, changing role of the civilians, local public
movements and political organizations and their transformation into active
participants in forced confrontation.

However, an important aspect of the Russian-Ukrainian hybrid warfare
is the use of the Russian Federation not only the military strategy of disman-
tling the Ukrainian statehood but also destroying its political institutions. It
therefore threatens Ukraine’s national security, causes the alliance with the
enemy both individuals and organizations and structures. It also means that
Russia actively made inroads into the Ukrainian authorities and vigorously
pursued its recruitment policy in military and security forces.

As Hungarian researcher Andras Racz points out that the use of the terms
by NATO has been a breakthrough in the discourse of hybrid warfare and
hybrid threats. Since July 1, 2014, Alliance representatives have publicly
and openly indicated that an alternative of warfare has become «hybrid war»
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(Hybrid war, 2014). Soon, this term was picked up by the world’s leading
media, and at the NATO Summit in Wales in September 2014, they proposed
it to consider as hybrid «a broad range of highly integrated open and hidden
military, paramilitary and civilian means» [9].

Russian aggression against Ukraine is based on two types of influence:
internal and external. Thus, trying to put an appropriate pressure on Ukraine,
Russia has created a political enclave of influential Ukrainian politicians,
Ukrainian media, and public and cultural figures who supported its actions.
Here is a statement on this topic made by British military analyst R. Thornton:
«The Russian information product is designed to influence the mind. How-
ever, those affected should be properly trained. Moscow is in favor, since the
new independent states that were part of the Soviet Union have many ethnic
Russians, and Russian-speaking citizens. These Russian minorities in such
countries as Ukraine, the Baltic States, Moldova and Georgia are the key
objectives of the present Moscow information warfare campaign» [7].

Russian aggression as a challenge to the Ukrainian security space can
be considered as a result of the transformation of the political system and
development the Russian Federation, the main characteristics of which are
the fallowing: ongoing links between business and state structures, the lack
of a competitive environment, the formation of a resource allocation system
according to the degree of loyalty.

For the Russian Federation, war with Ukraine is an ideal way of over-
coming the dysfunctionality of its system. The point is that relatively cheap
means and small losses ensure survival and also provide opportunities for
permanent influence on other geopolitical players as well as on shaping
trends in the geopolitical environment.

But at the same time, it should be noted that the development of the
Ukrainian state, its economic, political and cultural potential had an unreli-
able basis. The corrupt structure of the economy and politics has also led to
Russian aggression. If detailed, it is the corruption factors that can explain
the lost opportunities for reform and European integration in the first stages
of independence; the crisis of Maidan 2004 and pro-Russian lobby’s rise to
power; the failure of key reforms after the Dignity Revolution and a signifi-
cant decline in citizens' standard of living.

Ukraine inherited from the Soviet Union an enormous part of the pow-
erful industry, which became the economic foundation of the country in the
process of its development. An instrument of Russian aggression was to gain
control of all important objects of the Ukrainian industry. The use of politi-
cal and social technologies of a destructive nature undoubtedly accompa-
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nied this process. The Russian, Ukrainian and European oligarchies played
an active role in this issue. They accomplished the tasks with no or very
little effort thanks to certain liaisons and influence on the Ukrainian power
structure. The expansion and intensification of the impact of corruption in
Ukraine has turned into a major mechanism in the invader hybrid war.

Of particular note is the fact that the use of energy potential as an «en-
ergy» weapon was announced in 2003 in the Energy Strategy of the Russian
Federation until 2020. The document declared that Russia’s powerful fuel and
energy complex «is the basis of economic development, a tool of internal and
foreign policies». And it was not just a declaration of intent, but a proper instru-
ment of influence that Russia has repeatedly used to its advantage (including —
weakening by all means the energy infrastructure of potential adversaries) [7].

During the period of 1995-2004 a significant redistribution of influence
among representatives of the Russian financial groups began in Ukraine. The
objects of oil refining, chemical, machine-building, metallurgical spheres
began to be actively bought up by Russian companies during that period.
To take one example, a controlling stakes of the Mykolayiv Alumina and
Lysychansk Refinery plants were bought and transited to the Siberian Alu-
minum Group and Alfa Group Consortium linked to Mikhail Friedman and
Oleh Derypaska, who were among the most influential oligarchs in Russia.
Subsequently, Oil Company Alfa-Group — Alfa-Nafta became the leader of
the Ukrainian market for crude oil and oil products and provided influence
and control over several regional oil supply companies.

It should be also noted that processes of oligarchization in the Ukrainian
economy and Russia’s control over the important objects of the Ukrainian
state were accompanied by negative tendencies for ordinary Ukrainians, such
as rising prices, unstable situation in the foreign exchange market, increas-
ing utility tariffs. Nowadays lots of people are covered by apathy because
of prolonged systemic crisis in which society has been placed, low living
standards, uncertainty about the future. People lose faith that they can affect
the state of affairs. Pro-government parties that try to keep their ratings at
all costs, and as a result refuse to make any real transformations, take these
factors into account.

During 2010-2013, there was a significant destabilization of state and
security institutions. It was at this time that the undermining, demorali-
zing, and decline of the state authorities and power structures of Ukraine
were actively taking place thru infiltration of agents disseminating Russian
influence. They were also involved in making key decisions beneficial to the
Russian Federation. As an example, almost all the leaders of the Ukrainian
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security forces during V. Yanukovych’s presidency were agents of the Krem-
lin: D. Solomatin, Defense Minister (a citizen of the Russian Federation
until 2005), O. Yakymenko, a chief of the Ukrainian Security Service (a
citizen of the Russian Federation until 1998), V. Zakharchenko, a head of the
Department of the Interior (moved to Russia after the Revolution of Dignity)
(Levchenko, 2017). This situation led to the fact that the Ukrainian secu-
rity forces were unable to respond in time to Russia’s aggression in Crimea
due to the betrayal and mass cross-overs to the side of the enemy made by
the police and security officers of the Autonomous Republic of Crimea, in
particular the betrayal of the appointed commander of the Ukrainian Navy
Admiral D. Berezovsky and numerous demoralized and exposed to Kremlin
propaganda officers and sailors [7].

Ukraine has not yet provided a reliable and competitive information
alternative for the Russian-speaking population and those using the Russian-
controlled media. The professional skills of most Ukrainian officials and heads
of regional administrations over the past five years also raise doubts among
most experts and analysts.

Faced with growing hybrid threats to Ukraine, it is dangerous for the
Ukrainian politicians and the society to underestimate the loss of psycholo-
gical and cultural stability and integrity of the Ukrainian political nation. In
our subjective opinion, the year 2019 has showed the poor quality of demo-
cracy and the strengthening of anti-liberal tendencies, the lack of effective
communication of politicians with the society. This process has deepened
distrust to the major state institutions and political forces.

Thus, Russia’s aggression has exposed such problems in the Ukrainian
security area as:

1. The main challenges to the Ukrainian security space have not been
clearly identified for all the years of Ukraine's independence.

2. The reluctance by present public authorities to analyze the security
space and to identify threats in time, and a significant impact on leadership
by other states, led to wrong management decisions on national security.

3. The inability of political institutions to respond effectively to the chal-
lenges of the times.

4. Internal political instability and the political elites’ inability to plan
and implement a coherent country development strategy.

5. High level of political corruption, incompetence of the authorities and
merging of business and power. For the sake of some preference the political
elites are showing a strong willingness to make concessions to outside pla-
yers damaging the national interests.
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6. The reduction in military forces during 2010-2013 led to catastrophic
consequences. At the beginning of the Russia’s aggression in March 2014, the
total number of Ukrainian soldiers, ready for immediate fighting, did not exceed
several thousand.

7. Difficult economic situation and economic disruption in the 1990s
led to a consistent deterioration of the economic condition for most of
the Ukrainians, energy dependence on Russia, stagnation of the internal
exploitation of mineral resources. An oligarchic model of the economy
created the conditions for the slowdown in economic growth and production
processes.

8. The balance of development and innovation in the humanities and
education has been disrupted, the proposed reforms have worsened the state
of education and science, and the expert environment, based on grant pro-
grams, in most cases has served oligarchic groups.

3. CONCLUSIONS AND PROSPECTS FOR FURTHER RESEARCH

Of course, hybrid conflicts are not a completely new kind of confrontation
between states. Elements of such wars were repeatedly used in the framework
of the usual «big» and «small» wars. Itself through the duration of the legisla-
tive regulation of the introduction of special wines on the international level, the
need for the establishment of hybrid methods in order to keep them out of the
way. But over the past few decades, such methods have become detached from
the elements of conventional wars and have become independent modernized
wars of our time. The basis is no longer the military potential of the state, but the
information potential in which the enemy competes for the beliefs and views of
both the individual and the population as a whole in order to further capture the
territory of another country or its «voluntary» accession to its territory.

Russia's aggression against Ukraine has started a new era in shaping the
country's national security when the state institutions and civil society merge
and develop a further strategy to protect Ukrainian security space, because
in either case, there is a risk of collapse in Ukraine's political system or
even the state breakup. The proclaimed reforms have no intrinsic motivation
and are carried out under external pressure in anticipation of cash tranches.
Business environment officials do not expect reforms to improve the invest-
ment climate. On the contrary, there is a control of the business, and in-
creasing corruption rates. The priority areas of economic reform should be:
anti-corruption policy, protection of creditors' rights, transparency of court
decisions and improvement of the executive system, protection of property
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rights, detinization of the economy, improvement of the infrastructure. To-
day the state does not show its intention to ensure equality in the conditions
of life for different social strata of the society. Benefits, promised to medium
and small businesses, remain a dead letter, and big business stays in the
shadows working under «individual schemes2.

Therefore, in the authors’ opinion, besides winning the Russian-Ukrai-
nian war, convincing steps should be taken in the following directions:

— reformatting the judicial system and the Constitutional Court, in par-
ticular, by defining the mechanism of the election of judges;

— building democratic party system, making it impossible for the oligar-
chic groups to influence it;

— carrying out systemic reforms in the economic sphere and administra-
tive-territorial structure, employment creation, stimulation the development
of small and medium business;

— real counteraction to corruption challenges;

— sound information and humanitarian policy aimed, first, at intellectual
capacity-building of the Ukrainian state.

Today, the hybrid war between Ukraine and Russia is escalating, which
means that Russia is using combined forms of hybrid war, including destructive
political and social technologies, preparing for military aggression and manipu-
lating the consciousness of the population in the occupied territories.
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ATPECIS POCII SIK BUKJIUK Y C®EPI HAIIOHAJIBHOI
BE3INEKHU YKPAIHU

VY crarTi JOCHIIKEHO OCHOBHI BUKJIUKH YKPaiHCHbKOMY MPOCTOPY
Oe3MeKr B KOHTEKCTI POCIMChKO-YKpPaiHChKOI T1OpUJIHOT BIMHU Ta
BH3HAYE€HO OCHOBHI M€XaHI3MHU 3a0e3ledyeHHsT HalllOHAJIbHOI Oe3meKHu
VYkpaiuu. Pocilickka arpecis, sika posnodaiacs B Jwortomy 2014 p.,
BUSIBUJIA JIEBAJbBAIlII0 CTPYKTYp HAllOHAJIBHOI O€3MeKku YKpaiHChKOi
Jep>KaBU Ta CBIIYUTH MPO BUKJIUK IS 11 IE€PKAaBHOCTI. Y 3B S3KY 3 [IUM
aKTyaJi3ylOThbCs MHUTAaHHS MPO HEOOXIJTHICTh aHadi3y Hal[lOHAJIbHOI
0€3MeKH B yMOBaX POCIMChKO-YKPaiHChKOI MOPUIHOT BIMHU.

3a3HaueHo, 1o a”ekciss Kpumy Ta pociiicbko-yKpaiHChbKa riOpuHa BiliHA
Ha Cxozal YkpaiHM € 3arpo3010 W BUKJIMKOM HE JIUIIE MOJITUYHINA Oe3merl
VYkpainu, 11 CyBEepeHITETY, a 1 CydaCHOMY CBITOBOMY MOPSIIKY. YKpaiHChbKa
MOJIITUYHA cUCTEMA 3a poku arpecii PO 1ie He chopmyBaia pe3yabTaTuB-
HUX 3aC001B 1 MEXaH13MIB MPOTHU/II] 'OPHUJIHIN €KCITaHCIi.

[TinkpeciieHo, MO0 ChOTOJHI HEMOXKJIHMBO 3a0€3MEYUTH HAIIOHAIBHY
Oe3rneky YKpaiHM, BUKOPUCTOBYIOUHM JIUIIE TPAAUIINAHI MIJIXOAH,
notpiOHO pedopMyBaTH BECh JIEpPKABHUN amapar, HOro pyHKIiOHaJbHI
000B’sI3KHM, TAKOX TyMaHITapHy Ta OCBITSHCbKY cdepy. Pocilicbka
arpecisi € pe3yJabTaToM Hee(HEKTUBHOI JIEPAKABHOT MOJITUKHU, 3POCTaHHS
KOpymIlii ¥ BIiJCYTHOCTI JOCTaTHIX pPECypciB sl 3a0e3MeYeHHS
YKUTTEBOTO PIBHA HaceneHHs. JloBeaeno, mo a5 Pocii BiiiHa 3 YkpaiHoro
€ MPEKpPacCHUM CIOCOOOM IMOJI0JIaHHSI AUCHYHKI[IOHAIBHOT CUCTEMH,
OCKIJIBKM JielieBi 3aco0u MacoBOi 1H(opmalli Ta HEBEJIUKl BTPaTH
3a0e3meuyBalii BUKMBAHHS POCIMCHKIN IE€PKABHIN CUCTEMI.

Karw4oBi ciaoBa: BUKIUKHU, arpecis, HallloHaJlbHa Oe3leka, riopuaHa
BiliHA, 30Ha O€3MEKH, MOJITUYHA CUCTEMA, €J11Ta, KOPYIIIIisl, CyCIIbCTBO,
BJIaja.

REFERENCES

1. Gorbulin, V. P. (2015). Geopolitichnij revansh: vid idei do strategii. URL: https://
dt.ua/internal/gibridna-viyna-yak-klyuchoviy-instrument-rosiyskoyi-geostrategiyi-revans-
hu- .html

282



Mixcnapooni gionocunu, cycninbHi KOMyHIKayii ma pe2ionanvHi cmyoii

2. Levchenko, O. V. (2017). Evolyuciya gibridnoi vijni Rosijs'koi Federacii proti
Ukraini, Nauka i oborona, 2. 11-16.

3. Magda, €. (2014). Gibridna vijna: sutnist' ta struktura fenomenu. Mizhnarodni
vidnosini. Seriya: Politichni nauki. URL: http://journals.iir.kiev.ua/index.php/pol n/article/
viewFile/2489/222

4. Energetichna strategiya Ukraini na period do 2035 r. (proekt). URL: http://mpe.kmu.
gov.ua/minugol/control/uk/doccatalog/list?currDir=50358

5. Svitova gibridna vijna: ukrains'kij front (2017): monografiya, za zag. red.
V. P. Gorbulina, Kyiv, NISD, 2017, 496 p. URL: https://shronl.chtyvo.org.ua/Horbulin_
Volodymyr/Svitova_hibrydna viina ukrainskyi front.pdf

6. Nikolaenko, N. O., Vasilevich, YU. V. (2019). Suchasni suspil'no-politichni tendencii
rozvitku Ukraini v konteksti rosijs'’ko-ukrains'koi gibridnoi vijni, Gileya (naukovij visnik),
14, Kyiv, VIR UAN., p. 82-85.

7. Pochepcov, G. G. (2015). Gibridna vijna: informacijna skladova. URL: http://www.
jimagazine.lviv.ua/2015/Pochepcov_Ros konteksty hibridnoj vijny.html

8. Hybrid war — hybrid response? NATO Review (2014). URL: https://www.nato.int/
docu/review/2014/Russia-Ukraine-Nato-crisis/Russia-Ukraine-crisis-war/EN/index.html

9. Wales Summit Declaration. NATO Official website. (2014).

Mamepian nadivuos 0o peoaxyii 17.01.2021 p.

VK 327.8

Ouexcanap CokoJI0BCbKHH,

acriipant kadeIpy MOJITONOTIT Ta MIXKHAPOJHUX BIJIHOCHH,
HartionansHuii yHiBepcuteT «JIbBIBChbKa MOMITEXHIKAY,
ORCID ID 0000-0002-0515-2367
oleksandr.b.sokolovskyi@lpnu.ua

DOI 10.29038/2524-2679-2021-01-283-299

IINTAHHSA HAHIOHAJIBHUX MEHIIUH Y PO3BUTKY
TPAHCKOPJOHHOI CHIBIPAIII KAPIIATCHBKOTO
€BPOPEI'TOHY

Y ecmammi oocniosxceno ponv mayionanbHux MeHwiuH y pO36UMKY MPAHCKOP-
Ooonnoi cnienpayi ¢ Kapnamcvxomy espopecioni. €spopecion «Kapnamuy €
oonum i3 Haubinvwux Ha mepenax Cxionoi ma Llenmpanvno-Cxionoi €eponu,
00 K020 6x005mb maki Oepowcasu, Ak Yxpaina, Ilonvwa, Crosauuuna,
Yeopwuna ma Pymynia. Cmpamezis egekmueno2o po36UmMK)y €8pOpecioHy
0ae 4y008i MONCIUBOCMI Ol POUWUPEHO2O NONIMUYHO20 0IaNocy, A MAaKOMC
no21ubieHoi eKOHOMIYHOI, KYIbmypHOi ma midxcemuiynoi cnienpayi. Yumano
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