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COUNTERING INFORMATION THREATS IN UKRAINE:
CURRENT ISSUES FOR SOLVING AT THE STATE LEVEL

The article analyses the importance of information as a special means of
waging war in the modern communication environment. Attention is fo-
cused on legislative documents, the main source of legal protection of in-
formation relations. The activity of domestic state authorities regarding the
security of the information space against internal and external threats is
characterized. Two approaches are applied to analyse the category “national
security”’: the first considers national security through the prism of “national
interests”; the second connects national security with the system of basic
national values at both the structural and functional levels. Summarizing
the changes made to the legislative documents, the vector of improvement
and harmonization of Ukrainian legislation and regulation on information
security with the best global practices has been proven. It was determined
that the main components of the information security policy are regulating
information relations to ensure the rights and freedoms of citizens, health
and morality, information relations in the field of commerce, information
relations, territorial integrity and public order and maintenance of legality.
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MPOTUIISA IHOOPMAIIMHUM 3ATPO3AM B YKPAIHI:
AKTYAJIBHI INTAHHA AJISA BUPIHIEHHS
HA JEP’KABHOMY PIBHI

VY crarti npoaHasi30BaHO 3HaYCHHS 1H(OpPMAIli SIK CHEIaIbHOTO 3ac00y
BEJICHHS BIHU B Cy4YaCHOMY KOMYHIKAI[IHHOMY Ce€peoBHUILIl. AKIIEHTOBAHO
yBary Ha 3aKOHOJIaBUUX JIOKYMEHTAaX, sIKl € OCHOBHHUM JI?)KEPETIOM IMPaBO-
BOi OXOpOHHU 1H(OpMaIIHHUX BiAHOCUH. OXapaKTepu30BaHO AiSTIbHICTh
BITYM3HSHUX OPraHiB JIEp>KaBHOI BJIaJAu 110J10 Oe3neku 1HpopmaliitHoro
IPOCTOPY BIJ BHYTPIIIHIX Ta 30BHINIHIX 3arpo3. s aHamizy kareropii
«HaIlllOHaJIbHA O€3MeKa» 3aCTOCOBAHO JBa MIIXOAMW: MEPIIUN pO3Iysiae
HalllOHAJIBHY 0€3MeKy Kpi3b MPU3MY «HAI[IOHAJIBHUX 1HTEPECIB»; APYTUi
MOB’SI3y€ HalllOHAJbHY O€3MeKy 13 CHCTeMOI 0a30BUX HaIlllOHAJIbHHUX
IIHHOCTEH $IK Ha CTPYKTYpPHOMY, TakK 1 Ha (PYHKIIOHAJIHHOMY pPIBHSX.
[lincyMoBYyI0uM 3MiHHM, BHECEHI JI0 3aKOHOJABYUX JOKYMEHTIB, JOBOJIUMO
BEKTOpP YAOCKOHAJEHHsSI Ta TapMOHI3allll YKpaiHCBKOTO 3aKOHOJABCTBA
I HOpMaTUBHO-NPAaBOBOi 0a3u 3 iH@PopMaIliiHOI Oe3MeKu 3 KpaluMmu
CBITOBUMM TMpakTUKamMu. Bu3HaueHo, 110 OCHOBHUMHU CKJIaJIOBUMU
JacTMHAMU TOJIITUKU 1H(OpMaIiiHOI Oe3leKu € peryatoBaHHs 1HGOP-
MaIiiHUX BIJHOCUH MO0 3a0e3MeuYeHHsT MmpaB 1 CBOOOM TPOMAJsH,
37I0POB’Sl Ta MOPAJIBHOCTI, IHPOPMAIITHUX BIJHOCHH y cepl KOMEPIIHOT
TAJIBHOCTI, 1HGOPMALIMHUX BIAHOCUH, TEPUTOPIAIBHOI IIJICHOCTI W
IPOMAJICHKOTO MOPSJIKY Ta 3a0€3MeUEHHs 3aKOHHOCTI.

Knwuoei cnosa: iudopmariis, iHdopmariitHa Oe3neka, riOpujiHa BiliHa,
IpaBo, 3aKOHOABELlb, 3arp03a, BIIUB, CyCHILCTBO.
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1. INTRODUCTION

Nowadays, there is a sharp increase in the number of public administra-
tion bodies, organizations, firms and companies, teams and specialists to cre-
ate and use information, information products and information technologies
in Ukraine as well as in the whole world. The widespread introduction and use
of modern information computer technologies, which has been happening ra-
pidly recently, has led to a significant increase in the volume of social relations
of a special nature - information relations, that is relations that are directly
related to the creation and circulation of information.

The peculiarity of such social relations nature is defined by the fact that in
some cases they have an independent role and are self-sufficient, and in other
ones, they are auxiliary, that is, they accompany other social relations and en-
sure their implementation [31].

It should be noted that informational social relations have always played
a significant role in the development of mankind. But a feature of the modern
stage in society’s development is a significant increase in the dependence of
the results of the political, social, economic, legal, and personal activities of
all public and civil law subjects, without exception, on the quality of informa-
tion relations. Therefore, modern society is trying to adequately respond to
this through appropriate transformations of state and legal institutions. The
consequence of this in many countries, in particular in Ukraine, was the ap-
pearance at first of single, and over time, a whole series of normative legal acts
on the legal regulation of informational social relations, or, in other words, the
creation of informational legislation.

Thus, taking into account the growing importance of information rela-
tions in the life of an individual, society and the state, as well as the current
state of the process of studying the issues of information legislation, solving
the scientific problem of creating theoretical, methodological and practical
foundations for the development of information law and information legisla-
tion of Ukraine as a whole, and in their separate segments, is relevant.

2. RESULTS

The protection of information security is carried out by implementing a
considered and balanced policy of the state in the information sphere. Tak-
ing into consideration the fact that the policy in the information security
system 1s a comprehensive social phenomenon it has a complex nature and
includes internal and external political, economic, technological, military and
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other elements. It requires a comprehensive approach based on the norms of
administrative law in the formation of information security [16].

Since it is about the implementation of state policy under the conditions
of increasing external threats and dangers, as well as the socio-economic and
socio-political crisis observed in Ukraine, the issues of ensuring information
security become especially urgent. The transformations that are taking place
in Ukraine have also covered the humanitarian sphere, which is an important
factor in the reproduction of the nation. Under such conditions, the forma-
tion of a balanced state information policy based on systematic scientific
research of the phenomena of the information sphere becomes of urgent im-
portance. The leading place among them takes information security.

The key features of the general structure in ensuring information secu-
rity remain insufficiently disclosed, which negatively affects the formation
of state information policy. Improvement of legal mechanisms for ensuring
information security should become a priority pillar of the state policy of
Ukraine.

The interdisciplinary nature of information security, covering technical,
legal, economic and psychological aspects, leads to extreme complexity and
multi-level system connections, components of information security. Aware-
ness of the peculiarities of each of them will contribute to the processes of
understanding the complexity of ensuring information security, forming a
complex of tactical and strategic areas of activity in the field of ensuring
information security, harmonizing national information legislation, which
collectively creates important foundations for an effective state information
policy [14].

At the same time, it should be noted that in the current legislation, the
security management mechanism is insufficiently regulated, there is no clear
regulation of the conceptual and categorical apparatus. The law does not
define the status of environmental, economic, information and state security,
or the extent of their correlation with the original term “national security”.
While analysing the category ‘national security’, two approaches are used:
the first considers national security through the prism of “national interests”,
the second one connects national security with the system of basic national
values at both the structural and functional levels.

Scholars in the field of administrative law define national security based
on the activity of special bodies that ensure it. Thus, Yu. Bytyak understands
national security as “a state of protection of state sovereignty, constitutional
order, territorial integrity, economic, scientific and technical and defence
potential of Ukraine, the legitimate interests of the state and the rights of
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citizens from the intelligence and subversive activities of foreign special
services, encroachments by individual organizations, groups and individu-
als” [2].

O. Kopan considers national security to be “the state of the country, thanks
to which the system of state legal and social guarantees ensures the implemen-
tation of sovereignty, constitutional order and territorial integrity of the state,
comprehensive development and protection of the interests of the entire coun-
try’s population from the intelligence and the foreign special services subver-
sive activities, encroachments on the part of individual organizations, groups
and individuals” [8].

Therefore, the National Security Strategy of Ukraine approved by the De-
cree of the President of Ukraine dated May 26, 2015 regulates the determina-
tion of the problems in ensuring national security, their priorities, sequence
and systematic implementation [27].

In this regard, the National Security Strategy of Ukraine outlines the res-
toration of the territorial integrity of democratic institutions throughout its
territory, the reintegration of temporarily occupied territories after their li-
beration. The main goals of the Strategy are: minimizing threats to state sove-
reignty and creating conditions for restoring the territorial integrity of Ukraine
within the internationally recognized state border of Ukraine, guaranteeing the
peaceful future of Ukraine as a sovereign and independent, democratic, social,
and legal state; affirming the rights and freedoms of a person and a citizen,
ensuring a new quality of economic, social and humanitarian development,
ensuring the integration of Ukraine into the European Union and forming the
conditions for joining NATO [27].

The National Security and Defense Council was established to implement
the national security policy in the country. The authority determines the prio-
rity tasks in the field of national security, priorities and strategies for respon-
ding to emerging threats including information, a strategy to prevent possible
threats based on the Constitution of Ukraine and the Law of Ukraine “On the
National Security and Defense Council”. The body gives instructions to the
relevant departments providing the relevant directions as the components of
national security. The result of the existence and development of national se-
curity is the creation of a national security system [24].

At the same time, informational, intellectual, political, military, economic,
state, environmental and other elements of the country’s security are compo-
nents of national security.

Investigating the issue of information security B. A. Kormych claims that
the state having in its arsenal a huge set of means to influence public relations
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in the information sphere, should naturally act as the main subject of informa-
tion security policy. If we consider information security as certain conditions,
parameters and characteristics of information processes that take place in the
information sphere of the state, then it is the state with the help of normative
and legal regulations to determine uniform, universally binding standards of
information processes that correspond to the ideas about the security of those
forces that carry out political authorities in this country [9].

Today, the development of a coherent, flexible, dynamic policy of infor-
mation security in Ukraine is a logical step on the way to the information
future taking into account the multifaceted nature of the information security
phenomenon, the prospective trends of changes in the information space, the
peculiarities of the geopolitical situation, and the economic state of the coun-
try. It will be reflected in the public consciousness as well as on at the legal
conceptual and doctrinal level and in the area of effective information legisla-
tion, which has a systematized nature.

Thus, domestic researchers such as Ya. Zharkov, M. Dzyuba, 1. Zama-
ruyeva determine the state policy of ensuring information security in Ukraine
as an integral component of the Ukraine state policy to provide national secu-
rity that contains an officially accepted system of views and practical activi-
ties of state authorities and management. It is aimed to ensure such a position
of social subjects, in which the action of any information threat does not lead
to a decrease in the level of their information security below the permissible
level, which 1s dangerous due to the high probability of negative information
impacts [6].

In addition, an important vector in the implementation of the state policy
to provide information security is the formation of national self-awareness, a
national worldview based on a national idea.

Repeated cyber intrusions into Ukrainian information and industrial sys-
tems indicate the need for changes in the legislative and regulatory framework
of information security.

On March 15, 2022 the Verkhovna Rada of Ukraine adopted amendments
to the Law “On the Protection of Information Stored in Information and Tele-
communication Systems”. This can be considered as a big step forward. The
current law obliges all “state information resources” and “access to informa-
tion restricted by law” to be processed in a system that implements the so-
called “comprehensive information protection system” (CIPS) [22].

A comprehensive information protection system is defined as a set of or-
ganizational and technical measures for information protection, the complete-
ness of which is subject to attestation by the state regulator. In other words,
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a comprehensive information protection system is an information security
management system that must be confirmed by state expertise. If the exam
is passed successfully, the system will receive an attestation document. This
document allows the information system to process, store and transmit certain
classes of information.

In general, a comprehensive information protection system is a useful
information security management system. It addresses a range of risks and
measures that apply in many environments. Thanks to its strict verification
and confirmation process, many Ukrainian security experts, primarily in the
public sector, consider a comprehensive information protection system as the
only means to ensure proper IT system security.

However, there is another part of the security community in Ukraine,
mainly from the private sector, which considers the comprehensive system
of information protection and its legislative and regulatory framework to be
outdated, rigid and economically inefficient.

Amendments to the Law “On the Protection of Information in Information
and Telecommunication Systems” are a kind of compromise to these extreme
views. The main changes relate to the definition of certain classes of confiden-
tial information from the regulation of the comprehensive information protec-
tion system.

In particular, a comprehensive system of information protection is now
mandatory only for information systems that process, store or transmit: state
secrets; official information and information of state registers or unified regis-
ters, the creation of which is provided for by legislation.

All other “government information resources” and “access to information
to which access is restricted by law” can be processed, stored and transmitted
in IT systems without a comprehensive information protection system.

However, such IT systems must meet the following requirements: an in-
formation security management system (ISMS) must be created; compliance
of such ISMS with Ukrainian information security standards must be certified
by an assessment body accredited by the National Accreditation Agency of
Ukraine or a national accreditation agency of another country, if the National
Accreditation Agency of Ukraine and such a national accreditation agency of
a foreign country are members of an international or regional organization
and/ or concluded an agreement with such an organization on mutual recog-
nition of the results of conformity assessment; cryptographic means used as
means of control in such ISMS must have a positive expert opinion based on
the results of state examination; none of the elements of the ISMS should be
located on the territory of Ukraine, which is not under the control of the Ukrai-
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nian government, or on the territory of countries declared by the Ukrainian
parliament as aggressors or under sanctions according to Ukrainian legisla-
tion, or countries that are members of customs unions with the aforementioned
countries; special requirements for the above information established by the
Government of Ukraine must be met [1].

No matter how the above-mentioned amendments to the law look, they
improve the current legislative and regulatory framework of the comprehen-
sive information protection system. In particular, they recognize that “govern-
ment information resources” have different values and therefore may require
different levels of protection. Instead of a rigid and strictly controlled informa-
tion protection system, amendments to the law introduce an ISMS that can be
more flexible, fit for purpose and cost-effective. In general, changes to the law
can be seen as an act of deregulation.

In summary, the changes to the law are a big step towards improving and
harmonizing Ukrainian legislation and regulation of information security with
the best global practices.

There are many other similar legislative initiatives in Ukraine, and in the
future, we should expect a fundamental change in the legal landscape of infor-
mation security.

It is worth emphasizing that information security policy is multi-vector in
nature. Its main components are: regulation of information relations to ensure
national security, territorial integrity and public order, maintain legality; regu-
lation of information relations to ensure the rights and freedoms of citizens,
health and morality; regulation of information relations in the field of com-
mercial information [10].

Taking into account national interests and threats in the information
sphere, the legislator proposes the following main directions of state poli-
cy on issues of national security in the information sphere such as ensuring
the information sovereignty of Ukraine; improving the state regulation of the
development of the information sphere by creating legal and economic pre-
requisites for the development of the national information infrastructure and
resources, introducing the latest technologies in this area, filling the domestic
and global information space with reliable information about Ukraine; active
involvement of the mass media in the fight against corruption, abuse of office,
and other phenomena that threaten the national security of Ukraine; ensuring
unwavering observance of citizens’ constitutional right to freedom of speech,
access to information, prevention of unlawful interference by state authorities,
local self-government bodies, and their officials in the activities of mass me-
dia, discrimination in the information sphere and persecution of journalists for

92



Mixcnapooni gionocunu, cycninbHi KOMyHIKayii ma pe2ionanvHi cmyoii

political positions; the application of comprehensive measures to protect the
national information space and counter the monopolization of the information
sphere of Ukraine [23].

In addition, the unity and interrelationship of the directions of state policy
regarding information security can be ensured by legal mechanisms defined
at the legislative level, including: clearly formulated goals and objectives of
state policy in this area; ensuring the interaction of state and public institutes
for the implementation of interdepartmental directions of the state policy of
ensuring information security; organization of a system of informing subjects
operating in the field of information security about current problems, iden-
tification of potential and real threats and dangers and their sources, as well
as appropriate measures and means for their prevention, neutralization and
liquidation of possible consequences; ensuring coordinated and purposeful ac-
tions of subjects operating in various spheres of life of society and the state
on issues of adequate response to identified potential and real threats and dan-
gers; provision of national leadership, coordination and control in the field of
information security [15].

It is worth noting that the President of Ukraine Decree of “On the Inter-
departmental Commission on Information Policy and Information Security
and Defence of Ukraine” dated of February 8, 2002 (as amended on June 18,
2009) establishes the Interdepartmental Commission on Information Policy
and Information Security. The latter acts as a consultative and advisory body
at the Council of National Security and Defence of Ukraine and is aimed to
provide thorough state analysis and define possible threats to the national se-
curity of Ukraine in the information sphere. One of the objectives is gene-
ralization of international experience in the formation and implementation of
information policy and analysis of the industry programs implementation and
the taking measures related to the implementation by ministries and other cen-
tral bodies of the executive power of state policy in the information sphere.
The body provides designing and submission of proposals to the President of
Ukraine and the National Security and Defence Council of Ukraine. Regar-
ding the last task, such proposals relate to the definition of Ukraine’s national
interests in the information sphere, conceptual approaches to the formation
of state information policy and ensuring Ukraine’s information security. It
is focused on implementing systemic measures to improve the information
policy of Ukraine as well as implement the state strategy for the develop-
ment and protection of the national information space and Ukraine’s entry into
the world information space. It targets improvement of the legal and scien-
tific support system of Ukraine’s information security and the development
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of the state information infrastructure on issues of its material and technical
base modernization and adequate financial support. The body is responsible
for organization and order of ministries interdepartmental interaction, other
central bodies of executive power in the field of ensuring information secu-
rity; improvement of the President of Ukraine operational information and
analytical support system [11].

The study of the above-mentioned body tasks allows us to conclude that
cooperation is ensured exclusively by executive authorities in the field of
information security in Ukraine. At the same time, we need such an organi-
zation that would be able to ensure the coordination not only of representa-
tives of the state apparatus but also of non-state entities providing the infor-
mational component of national security. The interaction of state and public
administration is one of the most important conditions of socio-economic
development, state building in the system of the individual, society, and
state information security.

The next important aspect related to the formation and implementation
of the state information security policy is the attribution of information se-
curity to the most important function of the state, which should, first of all,
involve the formation of the policy by the relevant state bodies and the legal
mechanisms for its implementation in the field of information security. An
important role in this direction of activity belongs to state bodies, which, by
the granted powers in the spheres of their responsibility, must provide orga-
nizational, regulatory, legal, methodical, scientific, technical and financial
support for the implementation of the state information security policy [12].

Taking into account the current state of information security in Ukraine,
the following matters such as coordination of all the entities activities that
exercise certain powers in this area; application at the national level of means
and measures of state influence aimed at effective and high-quality imple-
mentation of laws and other normative legal acts on information security.

Ensuring information security as a matter for the entire Ukrainian peo-
ple follows from the constitutional legal norm: “The bearer of sovereignty
and the only source of power in Ukraine is the people. The people exercise
power directly and through state authorities and local self-government bo-
dies” [7].

Therefore, the state, which ensures the formation and implementation
of the state information security policy, must implement the political will of
the people, at least its majority. For this purpose, the state creates the neces-
sary legal basis and organizational structure of the entities entrusted with the
relevant functions.
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For this purpose, the Ministry of Culture and Information Policy of
Ukraine (hereinafter referred to as the Ministry of Culture and Information
Policy of Ukraine) was established. O. Tkachenko was appointed to the post
of the Minister. According to the Regulation on the Ministry of Culture and In-
formation Policy of Ukraine, the Ministry is the central body of the executive
power. Its activities are directed and coordinated by the Cabinet of Ministers
of Ukraine. The Ministry of Culture and Information Policy is the main body
in the system of executive power central bodies. It ensures the formation and
implementation of state policy in the spheres of culture, state language policy,
popularization of Ukraine in the world, state foreign language, information
sovereignty of Ukraine (in terms of powers to manage a complete property
complex Ukrainian National Information Agency “Ukrinform”) and informa-
tion security. The authority ensures the formation and implementation of state
policy in the fields of cinematography, restoration and preservation of national
memory, international relations, religion and protection of the national mi-
norities’ rights in Ukraine, arts, cultural heritage protection, museum affairs,
export, import and return of cultural values [5].

MCIP is the main body in the system of executive power central bodies,
which ensures the formation and implementation of state policy in the infor-
mation and publishing sphere, and also ensures the formation and implemen-
tation of state policy in the sphere of television and radio broadcasting.

Based on the analysis of the researched areas of state policy on ensuring
information security in Ukraine, the implementation of a comprehensive ap-
proach to solving information security problems, and the formation and im-
plementation of state policy in this area should be based on the awareness of
threats and dangers. Their sources should be a qualitative basis for the admi-
nistrative and legal determination of powers and functions of the information
security and regulation organizational support system of relations in this field
of activity.

To determine the scientific, information-technical, legal, economic and
organizational mechanisms for the implementation of a unified policy on the
formation and development of the information security system, it is necessary
to adopt the Law “On Information Security”.

In modern conditions, it is the systematic approach to information secu-
rity that should be the defining direction of state policy, on which the existence
of a sovereign and independent state, its national security, socio-economic
development, and responsible place in the world community depend [30].

Therefore, information security is one of the country’s national security
main components. Its provision with the use of a qualitatively formulated na-
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tional information policy would significantly contribute to the success in the
performance of tasks in the political, military-political, military, economic,
social and other spheres of state activity. In particular, the implementation of
a successful information policy can significantly affect the reduction of social
tension and the resolution of foreign policy and military conflicts.

Information security and information protection bodies together with le-
gislation form the state system of information security and information pro-
tection. This state system includes: bodies of legislative, executive and judi-
cial power; legislation regulating relations in the field of information security,
information protection and information resources; regulatory legal framework
for information protection; information protection services (bodies) of enter-
prises, organizations, institutions [28].

The Verkhovna Rada of Ukraine as a body of legislative power adopts
laws regulating relations in the field of information security and information
protection.

The regulatory framework is formed based on normative legal acts in the
field of information issued by the bodies of various branches of government.

Executive bodies (the Cabinet of Ministers of Ukraine (hereinafter re-
ferred to as the Government), which include ministries with their subordinate
bodies, local executive bodies) implement laws. For this purpose, the Go-
vernment adopts relevant resolutions in the field of information protection
and issues orders, which are subordinate regulatory legal acts. Ministries and
their subordinate bodies, following their purpose, develop and approve such
normative acts as: provisions, instructions, rules, methodological recommen-
dations. Normative acts of this level also include orders and letters from heads
of executive bodies [32].

Authorities regulating relations in the field of information security and
information protection include:

— Security Service of Ukraine;

— State Service for Special Communications and Information Protection
of Ukraine;

—Ministry of Defence Ukraine;

—Foreign Intelligence Service of Ukraine;

—Ministry of Internal Affairs of Ukraine, to which National Police of
Ukraine, Administration of the State Border Service of Ukraine, State Migra-
tion Service of Ukraine, State Service of Ukraine for Emergency Situations
are subordinate;

—State Fiscal Service of Ukraine, subordinate to Ministry of Finance of
Ukraine;

96



Mixcnapooni gionocunu, cycninbHi KOMyHIKayii ma pe2ionanvHi cmyoii

—State enterprise Ukrainian Research and Training Center for Problems
of Standardization, Certification and Quality;

— Center for Countering Disinformation;

— Center for strategic communications and information security [29].

The Security Service of Ukraine is a special state law enforcement agency
that ensures the state security of Ukraine and is subordinate to the President
of Ukraine. The Security Service of Ukraine performs, in particular, the func-
tions of protecting state secrets.

The State Service for Special Communications and Information Protec-
tion of Ukraine is a state body that is appointed to ensure the functioning and
development of the state government communications system, the formation
and implementation of state policy in the fields of cryptographic and techni-
cal information protection, telecommunications, the use of radio frequency
resources of Ukraine, postal communications special purpose communica-
tion, government field service communication, as well as other tasks under
the law [19].

The Ministry of Internal Affairs of Ukraine fights against criminals in the
information sphere and against computer crimes [21].

The State Fiscal Service of Ukraine is obliged to prevent the illegal import
and export of “pirated” products from Ukraine, thus ensuring the protection of
copyright and patent rights [20].

The state enterprise Ukrainian Research and Training Centre for Standar-
dization, Certification and Quality Problems develops standards in the field of
information protection and creates prerequisites for bringing the national stan-
dardization system closer to international and European norms and rules [13].

The judiciary supervises and prosecutes violations of legislation in the
information sphere. In their activity, courts are governed by articles of the
Criminal and Civil Codes of Ukraine.

The Centre for Countering Disinformation is a centre for countering cur-
rent and projected threats to Ukraine’s national security and national interests
in the information sphere, ensuring Ukraine’s information security, effective
countering of propaganda, destructive disinformation influences and cam-
paigns, preventing manipulation of public opinion [18].

The centre started work on April 6, 2021. At the beginning of May, the
President of Ukraine Volodymyr Zelenskyy approved the Regulation, which
established that the Centre is subordinate to the National Security and De-
fence Council of Ukraine (hereinafter referred to as the NSDC), the general
direction and coordination of its activities is carried out by the secretary of the
NSDC [3].
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The work of the Centre for Countering Disinformation covers such areas
as the military direction, the fight against crime and corruption, foreign and
domestic policy, the economy, infrastructure, ecology, health care, the social
sphere, and the scientific and technological direction. However, the main fo-
cus 1s on countering the spread of false information on the Internet and fakes
in the media. The Centre does not have punitive functions for misinformation
and will not be able to apply sanctions, but it can make submissions to the
National Security Council regarding certain violations.

The Centre for Strategic Communications and Information Security fo-
cuses its work on strategic communications, which include the development
of Russian counter-narratives, conducting information campaigns, including
Ukrainian narratives in the Government’s daily communication; creation of an
online resource that actively responds to computer attacks; regular notification
of hybrid aggression by Russia at the international level, joint development of
mechanisms to counter disinformation with international partners [17].

The formation, implementation and coordination of the state information
policy, as well as ensuring the information sovereignty of Ukraine, is carried
out by a specially authorized central body of executive power following the
functions assigned to it.

The tasks of the central executive body in the field of state information
policy are the development of conceptual documents in the field of sustainable
development of the information space and control over their implementation
in the system of executive bodies. Coordination of the activities of the central
executive authorities is also carried out to ensure the sustainable development
of the information space of Ukraine. An important task is the preparation of
normative documents that regulate the procedure for relations with the public
of state authorities and the publication of information about their activities, as
well as the coordination and control of the activities of the units of the central
executive authorities that carry out communication with the public [4].

The main subjects of Ukraine state information policy implementation are
such central bodies of executive power, which form and implement state poli-
cy in the following areas: in the spheres of education and science, intellectual
property, scientific, scientific-technical and innovative activities, informatiza-
tion, formation and use of national electronic information resources, creating
conditions for the development of the information society, as well as in the
field of state supervision (control) over the activities of educational institu-
tions, regardless of their subordination and form of ownership; in the spheres
of culture and arts, protection of cultural heritage, export, import and return
of cultural values, state language policy, as well as in the sphere of formation
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and implementation of state policy in the field of cinematography (the latter
is State Cinema); in the sphere of informatization, electronic government, for-
mation and use of national electronic information resources, development of
information society; in the sphere of television and radio broadcasting, infor-
mation and publishing spheres [26].

Therefore, the information security of Ukraine is achieved through a ba-
lance between the information rights and freedoms of various legal entities
and the protection of national information sovereignty. At the same time, only
those actions that are directed within the limits of the current legislation and
the Constitution, based on the principles of the rule of law and equality of all
before the law, give a positive result both for society as a whole and for an
individual citizen.

3. CONCLUSIONS

The further progress of mankind is connected with the wide implementa-
tion of ICT or, in other words, with the construction of an information society.
Its development, the high dynamics of the increase in the number of social rela-
tions based on the wide use of information and information processes, the sharp
increase in the significance of these relations for all spheres of human activity,
society and the state determine the relevance and necessity of studying the theo-
retical, methodological and practical problems of legal support of the informa-
tion sphere, the basis of which is information law and information legislation.

One of the key parts of the military-technological revolution in the modern
world is the possibility of developing a new form of warfare, which is often
called information warfare. The evolution of information warfare depends on
technological change, systems development, and the adaptation of operational
approaches and organizational structures to take advantage of this new oppor-
tunity. In the military industry, much attention is rightly focused on assessing
the doctrinal, operational, and organizational issues of the information warfare
revolution. However, much less attention has been paid to the specific impact of
information warfare on technological research and acquisition.

Threats of information wars, speculative (hostile, aggressive) information
influences urgently raise the issue of information security. The legislator identi-
fied the main threats to information security, taking into account the dynamism
and radicalism of possible changes, as well as due to intensive scientific and
technical progress. Therefore, any law is unlikely to be able to or should contain
an exhaustive list of such threats to reflect modern problems. The absence of
such a threat as limiting the exercise of the rights and freedoms of a person and
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a citizen regarding the use, dissemination and storage of information is consi-
dered a significant deficiency in the law.

There is also a specific problem of protecting information during the acqui-
sition and development of such systems. Because dependence on commercial
technologies creates concomitant vulnerabilities to commercial technologies, it
is important to assess the risks posed by these vulnerabilities “upfront and early”
in the development cycle.

The already existing methodologies for conducting mentioned assessments
as part of the engineering process and such methodologies themselves should be
strengthened and extended to all new or modified systems. In addition, concerns
about product integrity due to software backdoors should be addressed. Since
such issues are of interest to commercial structures as well, the military should
seek to work much more closely with traditionally non-defense firms that pro-
vide much of the information for the military’s information infrastructure to
solve these problems.

We hope that domestic legislation and software products in the field of in-
formation security will have new modern content and meet the high interna-
tional level.
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