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INFORMATION TERRORISM AS A MODERN THREAT
FOR INFORMATION SECURITY OF EUROPEAN STATES

We note that the effective and active struggle of European countries with information terrorism
takes place within the framework of the European Union, all its member-countries, as well as
neighboring countries and applicants for accession. Therefore, it should be stressed that the EU
is pursuing itself a very active policy in the field of information security. At the moment, it
brings together highly developed countries that have a tremendous impact on international
relations by establishing norms and standards of conduct of states in the political, economic,
social, informational and other spheres. The main objective of the EU is to strengthen the
European Commission’s dialogue with international organizations and partners on the issue of
network security and, in particular, on the growing dependence on electronic networks.
Political priorities in the field of information security, defined by the governing bodies of the
European Union, are being implemented at the national level by both state authorities and non-
governmental organizations.

Analyzing all the above, it can be concluded that within the framework of the EU, information
security is considered, first of all, as a state of information networks and systems that provides
an adequate level of protection of the integrity, availability, authenticity and confidentiality of
information and the appropriate level of counteraction to external negative influences.
Priorities of EU policy in the field of information security are the creation and implementation
of programs and various technical means of protection of information and communication
technologies; development of normative legal acts that establish a list of crimes in the IT sphere
and criminal liability; ensuring a high level of public awareness of the risks, threats and ways
of protecting their information systems / networks from undesirable effects.
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1. INTRODUCTION

Formulation of the Problem. The first strategies of cyber security appeared at
the beginning of the last decade. One of the first states to adopt cybersecurity as a
statelevel issue was the United States, where the National Security Strategy in
cyberspace was published in 2003. After that, such Strategies and security plans in the
virtual space have spread throughout Europe. For example, Germany adopted the State
Plan for the Protection of Information Infrastructure in 2005. In 2006, a strategy to
enhance Internet security in Sweden was developed. After a major cyber attachment in
2007, Estonia became a member of the European Union, and in 2008 it published a
broad state strategy on cyber security. In the same year similar Strategies are being
created in Finland and in Slovakia. List of all national cybersecurity strategies of the
European Union and some other non-member countries, published by the European
Network and Information Security Agency.

With a view to developing a new EU strategy on cybercrime, the European
Commission in February 2013 proposed a directive on measures to ensure a high level
of network and information security (NIS) throughout the Union. Due to the
interconnection of network and information systems, significant failures in one
Member State can affect other Member States and the Union as a whole.

2. RESULTS OF THE STUDY

The stability of network and information systems, as well as the continuity of core
services, are essential for the proper functioning of the internal market, in particular,
for the further development of a single digital market. This directive requires all
Member States to create «Computer Emergency Response Teams» (CERT) and adopt
national NIS strategies and plans for cooperation. As a major innovation, the proposed
directive requires mandatory notification by market operators of incidents that have a
significant impact on the security of key services [1].

CERT is the center for responding to cyber attacks. The Incident Response Team
manages the handling of information security incidents within its organization or
network. Their task is to prevent attacks and raise awareness among citizens, detect
incidents to actual tracking and resolve incidents.

The European Commission’s policy on cybercrime is being implemented in four
main areas. First, it is a law-making process. The most important legislative decision is
the Framework Decision of the EU Council of Ministers on attacks on information
systems from January 17, 2005. A framework decision is intended to ensure a
minimum level of convergence of criminal law for the most common forms of criminal
activity regarding information systems, such as unauthorized access, unlawful
interference with the system and data.

Secondly, the European Commission encourages cross-border cooperation
between law enforcement agencies of the EU member states through the organization
of conferences, the creation of round-the-clock contact points in the EU member states,
and the development of a platform for training experts in the field of combating
cybercrime.
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Thirdly, the European Commission is developing cooperation between the public
and private sectors in the fight against cybercrime, in particular, cooperation between
law enforcement agencies and private companies.

Fourthly, the European Commission encourages the signing by the member states
and other countries of the Convention on Cybercrime, developed by the Council of
Europe, and participates in international working groups [2].

It should be noted that in Germany in recent years, the level of cybercrime has
risen sharply. In 2016, the number of criminal offenses committed using Internet
technologies amounted to 82,649 cases, while in 2015, the police registered
45,793 cybercrime. At the same time, the data of criminal statistics indicate an increase
in the rates of disclosure of similar crimes. In general, the number of detected
violations of this type increased by 5,9 %, reaching a level of 38,7 %.

We also emphasize that in 2016 the number of crimes in the field of computer
information (computer sabotage) increased by 25 % — 4422 were registered. The
legislation of the Federal Republic of Germany refers to this sphere, for example, such
crimes as DDoS attacks of hackers. Such cyber attacks can disable computer systems
or networks. The level of disclosure of such offenses decreased by 4,6 %, dropping to
22,1 % [1].

As for France, its Defense Department also intends to further strengthen its
protection against cyberattacks, given the events of the election race. It is no less than
the US wvulnerable to such cyberattacks by foreign powers. Only in 2016 the
cybersecurity service repulsed 24,000 attacks on computer networks run by its agency.
Over the past three years, the number of cyber attacks has doubled. The danger also
threatens civil infrastructure — computer systems of electricity and water, health,
transport, telecommunications. Hacker attacks also present a threat to the media and all
French authorities

The French Defense Minister said that by the end of 2019, the number of
cybersecurity experts in the defense system will double and reach 2,600, in addition to
600 computer experts [3].

The most resonant was the situation in Estonia. The cyberattack against it is a
coordinated simultaneous attack by hackers on computer systems of state institutions
of Estonia, which began on April 27, 2007 during the exacerbation of Russian-
Estonian relations connected with the transfer of the monument to the Bronze Soldier
in Tallinn. A coordinated attack on hackers has, for some time, broken websites of
parliament, ministries, banking institutions, and the media. According to many
observers and experts, this cyberattack was one of the best organized and massive in
the history of the Internet.

The events unfolded in three waves: the first attacks were registered on April 28,
the next, more powerful wave on May 4, and the most powerful third wave took place
on May 9, 2007. Internet traffic from abroad has grown fourfold, which has made
attacked sites inaccessible. Due to attacks, up to 90% of banking transactions in
Estonia experienced processing difficulties or could not be completed normally. At
peak, the maliciously crafted traffic reached 100 MB/s. For the attacks, the resources of
the Storm network were used. Somewhat later, when the processes against the
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participants of the mutiny in April 2007, BlackEnergy bots were used to attack the
website of the publication delfi.ee [4].

With the onset of this cyber war, the Estonian side accused Russia of its
organization, but later the Minister of Defense denied these allegations in the absence
of evidence. In the same year, deputy of the Derzhavna Duma of Russia Sergey
Markov at a press conference admitted that one of his assistants was still involved in
the organization of cyberattacks in Estonia. In 2007, the leader of the popular
movement in Transnistria, Konstantin Goloskokov, also recognized the involvement of
this organization in the above-mentioned attacks. In response, Estonia proclaimed
Sergei Markov and leader of the that movement Vasyl Yakimenko as non-grata. Since
Transnistria remains unrecognized, no country in the world has had the opportunity to
bring cyberattackers from the region to justice [5].

One of the biggest cyber attacks was WannaCry (also known as WCry, WCrypt,
WannaCrypt, WNCRY, and WanaCryptOr) — a computer virus that strikes Microsoft
Windows operating system by encrypting files. The virus has attacked government and
businesses since May 12, 2017. One of the first was attacked computers in Spain, later
the virus spread to other countries. The computer also suffered from the virus. As of
June 17, 2017, computers were infected in 150 countries, the number of infected
computers has exceeded 500,000. The requirement to transfer money has been
translated into 28 languages of the world.

The virus attacked computers running Microsoft Windows by encrypting user
files, then displays a message about converting files with a proposal within 3 days to
pay the decryption key in bitcoins in the equivalent of $ 300 to unlock the data. If the
required amount does not arrive, the amount will automatically be doubled. On day 7,
the virus will destroy the data.

The message is displayed in the language of the state where the PC is located: in
the UK — in English, in Russia — in Russian, in Spain — in Spanish. The amount of
redemption is the same everywhere. Tens of thousands of computers around the world
are infected. In Spain, Telefonica, one of the largest telephone companies in the world
(fourth in number of subscribers), was infected. In Russia, ministries, Sberbank and
MegaFon were attacked. In Germany, computers were infected by the Deutsche Bahn.

Originally responsible for a hacker attack, the British edition The Telegraph
named the Shadow Brokers grouping associated with Russian government structures.
However, in June 2017, the British National Cyber Security Center (National Cyber
Security Center) claimed responsibility for the attack on the DPRK. In December of
the same year, the United States government issued its own findings that the
responsibility lies with the grouping of the Lazarus Group, which is the DPRK
government [6]. The probable loss incurred by WannaCry over the first four days has
exceeded $ 1 billion, given the magnitude of the large, simple large organizations
around the world [7].

Also, researchers found a new type of malware for Android, which serves to
extract the crypto currency Monero. The work of these programs during the extraction
of cryptography can damage the device physically. The fact is that the Loapi virus
requires that it be granted administrator privileges. After that, he begins to
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independently load various harmful modules. One of these modules uses a smartphone
to get Monero tokens. It is this feature that can overheat your device due to the long
processor operation at the maximum load. Two days after the infection in the test
smartphone, the battery swelled overheating. There is no indication that a malicious
program can be distributed through Google Play [8].

It should be noted that Ukraine has suffered from cyber attacks in 2017, in
particular Petya Virus — a family of malware that affects computers running the
Microsoft Windows family. Recall that cyberattacks on June 27, 2017 were Ukrenergo,
Kyivenergo, Nova Poshta and a number of Ukrainian banks and the media [9].

In Finland on November 7, 2016, it became aware of a DDoS attack against
unidentified information systems in one of the European countries. Among other
things, this attack affected the systems of heating management and supply of warm
water in two residential buildings in Lappeenranta, in the east of Finland. The
mechanism of protection of the control system automatically restarted it as a result of a
surge of traffic, which made the system unworkable. The attack lasted from late
October to November 3, 2016. The affected control systems were owned by Valtia, and
the air temperature in the city was below 0 ° C (to -7 ° C) [10].

In 2015, a cyberattack was discovered on the Bundestag information system;
among other things, the computer was damaged by the computer of the Federal
Chancellor of Germany Angela Merkel. The responsibility for the attack lies with
researchers at the Russian group of cybercriminals, the Sofacy Group, also known as
Pawn storm, which is believed to be linked with Russian intelligence services. The
same group attempted to break the information systems of the Netherlands Security
Council in order to gain access to information on the investigation of the MH17 flight.
And in May 2016 an attempt was made to attack the postal system of the Christian
Democratic Union — the political party of Angela Merkel [11].

The European Strategy for a Secure Information Society, adopted in 2006,
addresses the fight against online crime. However, actions against private and
stateowned IT systems in the EU member states have brought a new tint to the
problem, demonstrating that online crime is a potentially new economic, political and
military weapon. In this area, further work is needed to develop a comprehensive
European approach, increase awareness and strengthen international cooperation.

The most advanced European countries in the field of information security are
Estonia, France and Norway, which conducted series of laws and created world-class
organizations to protect the country in the information space.

Estonia was one of the first countries to develop a national strategy for
cybersecurity in 2008, after which an updated strategy for 2014 was published. The
country also has a wide range of legislation covering information security and
cybersecurity.

Estonia has a well-organized computer emergency response team in the system,
CERT Estonia, headed by an information system authority. In addition to national
authorities, it is also important that the NATO Cybersecurity Center is located in
Estonia. Although no formal public-private partnerships exist, government agencies
work closely with relevant private organizations [12].
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Estonia is the best country for information security in Europe. Just like Georgia,
Estonia has strengthened its intelligence committee after the attack in 2007. This
included the implementation of an organizational structure that could quickly respond
to attacks on official acts requiring all vital services to maintain a minimum level of
work even if they were cut off from the Internet [13].

France has a national cyber security strategy since 2011, focusing mainly on
defense and national security issues. The National Information Systems Security
Agency (ANSSI) is a well-organized body specializing in information security and
integrated with the Computer Emergency Response Team in the country, CERT-FR.
The cybersecurity strategy contains recommendations for closer collaboration with the
private sector, but this has not been a significant development. ANSSI has published
secret security measures that make France one of the few EU countries that has
adopted such a focused approach to cybersecurity management [12]. There is a large-
scale of cyber security training in the country. ANSSI has published a list of
recognized universities that provide accredited degrees on cybersecurity.

Norway has the third place in Europe with the highest figure in the legal sphere.
In addition to cybersecurity laws, Norway also conducted a study on its cyber-security
culture, including informing citizens about the extent to which they will participate in
monitoring their online activities [13].

Norway also has a law on personal data protection and an information and cyber
security law. The Norwegian National Cybersecurity Strategy 2012 and NorCERT,
part of the Norwegian Security Authority (NSM), have been developed. It is the
national center for cyber security in Norway and the National Emergency Response
Team (CERT). They cope with heavy computer attacks on critical infrastructure and
information. Their mission is to increase the sustainability of Norway in the digital
sphere. At the international level, it is the Norwegian contact center for ICT threats and
incidents in the field of cyber security [14].

The European Union is pursuing a very active policy in the field of information
security. At the moment, it brings together highly developed countries that have a
tremendous impact on international relations by establishing norms and standards of
conduct of states in the political, economic, social, informational and other spheres.
The main objective of the EU is to strengthen the European Commission’s dialogue
with international organizations and partners on the issue of network security and, in
particular, on the growing dependence on electronic networks. Political priorities in the
field of information security, defined by the governing bodies of the European Union,
are being implemented at the national level by both state authorities and non-
governmental organizations [2].

Therefore, in order to provide information security, the European Network and
Information Security Agency (ENISA) was set up on March 10, 2004, which aims to
strengthen the capabilities of the European community, member states and the business
community in the field of prevention and responding to issues related to information
security.

The main activities of the Agency are: — provide advice and assistance to the
Commission and Member States in the field of information security; — collect and
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analyze data on security incidents in Europe and emerging risks; — develop risk
assessment methods to enhance the EU’s ability to respond to threats to information
security; awareness raising and development of cooperation among different actors in
the field of information security, in particular by encouraging interaction between the
public and private sectors [15].

The Agency also assists the European Commission in its preliminary technical
work to update and improve European legislation on network and information
security [15].

In its activities, ENISA builds on annual work plans / programs that contain a list
of key priorities and objectives and planned activities to achieve the objectives. Thus,
in particular, the agency’s work program for 2016 identifies the following strategic
priorities: increasing the ability of European electronic networks to withstand external
influences; development of cooperation between Member States in the field of
information security; identification of new risks in the field of information security and
the formation of mutual trust between stakeholders in responding to new risks.

Analyzing and exploring the development of cybercrime in Ukraine, one cannot
miss the tendency of all the states, which is aimed at uniting efforts to counter this
phenomenon. Ukraine has risen in the world ranking of countries with the largest
number of cyber threats and for the first time entered the dozens of countries with the
largest number of spam and network attacks. Another legal document regulating this
area is the Doctrine of Information Security of Ukraine, in which one of the key issues
is the provision of technogenic security, including in the field of its information aspects
and the fight against technological terrorism. However, it is not an effective regulator
in its field. In addition, the law on the principles of state information policy has not
been passed. Similarly, a cyber command has not been created in Ukraine, which could
quickly respond to challenges in the state security information security.

3. CONCLUSIONS AND PERSPECTIVES FOR FURTHER STUDIES

Analyzing all the above, it can be concluded that within the framework of the EU,
information security is considered, first of all, as a state of information networks and
systems that provides an adequate level of protection of the integrity, availability,
authenticity and confidentiality of information and the appropriate level of
counteraction to external negative influences. Priorities of EU policy in the field of
information security are the creation and implementation of programs and various
technical means of protection of information and communication technologies;
development of normative legal acts that establish a list of crimes in the IT sphere and
criminal liability; ensuring a high level of public awareness of the risks, threats and
ways of protecting their information systems / networks from undesirable effects.
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IHOOPMALIVMTHUMA TEPOPU3M SIK CYYACHA 3ATPO3A THOOPMALIMHINA
BE3IELI €BPOIEMCBKUX KPATH

3a3zHayaemo, 1m0 e(eKTHBHA Ta aKTHBHA OOpOThOA €BPOMEHCHKUX KpaiH 3 iH(OopMaIliitHuM
TEPOPU3MOM BiIOYBa€ETHCS B paMKax €Bporneiicbkoro Coro3y, yciMa Horo kpaiHaMHu-4IeHaMH, a
TaKOX JIep)KaBaMHU-CYCilaMu ¥ NpeTeHIeHTaMH Ha BCTYI. TOMy MOTpPIOHO HAroJOCHUTH, IO
€poneiicbkuii Coro3 MPOBOIUTH YK€ aKTUBHY IOJIITUKY B Tally3i iH(OpPMAaIIfHOT Oe3MmeKH.
Ha meii MOMeHT BiH 00’€HY€ BHCOKOPO3BHHEHI KpaiHW, SIKi MalOTh BEJMYE3HHU BIUIMB Ha
MDKHapOJHI BIIHOCHHH, YCTAHOBJIIOKOYM HOPMH Ta CTaHJIAPTH TIOBEIIHKH JICpPXKaB Y
MOJTITUYHIN, EKOHOMIUHIHN, collianbHiN, HhOopMalilHii i iHmuX chepax. OcHoBHa Mera €C —
MOCHJIMTH JiaJior €BpoIelchkoi KOMICii 3 MDKHApOJAHMMM OpraHi3allisiIMH Ta MapTHEpaMH 3
MUTaHb OE3MEeKH MEpPEeXi i, 30KpemMa, 3pOCTarodol 3aJIeKHOCTI Bifl €ICKTPOHHUX MEPEK.
[ToniTuni mpioputeTd B ranmysi iHdopMaliiifHoi Oe3neku, BU3HAUCHI KEePIBHUMH OpraHamMu
E€Bponelicekoro Coro3y, peanizyloTbCsi Ha HalllOHAJILHOMY PIBHI SIK J€p>KaBHUMHU OpraHaM,
TaK 1 HeYpsJOBUMH OpTaHi3aIisiMH.

AHanizyrouu Bce BHIIECKa3aHe, MOXKEMO 3pOOUTH BHCHOBOK, 110 B pamkax €C indopmarliiiny
0e3meKy po3risaaeMo, HacaMmIiepe, K CTaH iH(opMaliiHIX MEepex 1 cucTeM, o 3abe3neuye
HQJIKHUI pPIBEHb 3aXHCTy LUTICHOCTI, JOCTYIHOCTI, JIOCTOBIPHOCTI Ta KOH(QIIEHUIHHOCTI
iH(opMmarlii i1 BiINOBIHOTO piBHS MPOTUIIl 30BHILIHIM HeTaTUBHUM BIUIMBaM. IIpiopureramu
nonituku €C y chepi iHpopMmaliiiHOT Oe3MeKu € CTBOPEHHS Ta peaiizallisi Iporpam i pi3HUX
TEXHIYHUX 3ac00iB  3axXUCTy iH(pOpMalifHO-KOMYHIKAI[IfHUX  TEXHOJIOTIH;  po3poOka
HOPMATUBHO-TIPABOBUX aKTIB, IO BCTaHOBJIIOIOTh IHepenik 37Jo4uHiB y chepi IT Ta
KPUMIHAJIBHOI BiIMOBIIAIBHOCTI; 3a0€3MEeYeHHs] BUCOKOTO PIiBHSA OOI3HAHOCTI HACEJNEHHs Ipo
PHU3HKH, 3arpo3H i crocobu 3axucTy IXHIX iHQOpMAIIHHUX CUCTEM / Mepex Bil HeOakaHHX
HACIIJIKIB.

KarouoBi cioBa:  eBpomeiicbki  nepxkaBu, €Bpomeiicbknii  Coro3,  kibepbesmeka,
KiOep3/I0UMHHICTh, iIHpOpMaIiiHuI Tepopu3M, iH(opmaniiiHa 6e3neka, ENISA.

Marepian Haniimos mo peaaxiii 15.11.2018 p.
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